Customer requirements
· Focus is on technical/application user connecting to the database, not users representing people (ie. limited number of database users)
· HSM contains certificate and private key as part of PKI
· Private key should not leave HSM
· Db2 connection should be modified to make use of digital signature as method of authentication using certificate from HSM
· Not dependent on TLS
· DB2 certificate authenticated TLS/JDBC connections should be configurable at the client via the standard "DriverManager.getConnection()" mechanism, where parameters are added to indicate that TLS client certificate authentication will be used. It would be useful to allow the client TLS/JDBC connection-creation configuration to allow the use of a standard Java "SSLContext" object to manage client cryptographic and authentication mechanisms, either by setting a specific SSLContext and/or use of SSLContext.set/getDefault().
