	Headline
	Symphony HTTP proxy web service

	Company
	SocGen

	Ranking of Priority
	High - Lack of RFE functionality is a major road block to deployment/adoption

	Brand
	Servers and Systems Software

	Product Family
	Spectrum Computing

	Product
	Spectrum Symphony

	Component
	Version 7.1.1

	Operating System
	Linux x86_64

	PMR ID
	N/A

	Problem Description
	SocGen has 24 on-premise Symphony clusters and is deploying Symphony application clients on public cloud (AWS). To prevent from any intrusion risk, SG CISO expects to have an HTTP proxy between the cloud and the clusters to enable deep flow inspection at application level. This proxy will be hosted in SG on protected hardware (network, etc). 
WebService are required between AWS clients and the proxy at cluster side. Between proxy and SD/SSM, protocols are not restricted, so Symphony protocol can be used.
SocGen needs Symphony to provide a HTTP proxy component so the AWS clients can interact with the on-premise clusters with a set of WebService APIs. The expected APIs are listed in below use case section. 


	Use Case
	

[bookmark: _GoBack]Authentication method and connection traceability should be strong enough on those proxies to be sure that only Societe Generale resources in Cloud could connect to those proxies.
The proxy needs to be resilient. If the proxy is down, there should be a way to redirect the requests to other proxies and this should be transparent to users. The proxies should sustain « scalability » in “horizontal mode” (aka many instances on many VMs, spread across datacenters at least in active/passive mode, but the best is active/active).

	Business Justification
	SocGen Grid As A Service project. Please check with gilles.tourpe@fr.ibm.com for more business impact. 
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*****************************

Services category: Connection

*****************************

(Symphony Java API Reference: com.platform.symphony.soam.Connection)



These services purpose is to manage connections to a specified Symphony application.



Service

	connect - Creates a connection given a cluster URL and an application.

Parameters

	clusterURL - A Cluster Specific URL specifying how to connect to the cluster.

	applicationName - The name of the application.

	username - The login user name security callback (refers to com.platform.symphony.soam.ConnectionSecurityCallback.onGetUsername() Java API).

	password - The login password security callback (refers to com.platform.symphony.soam.ConnectionSecurityCallback.onGetPassword() Java API).

Returns

	The created connection id - refers to com.platform.symphony.soam.Connection.getId() Java API.

Corresponding Symphony Java API

	com.platform.symphony.soam.SoamFactory.connect(java.lang.String clusterURL, java.lang.String applicationName, ConnectionSecurityCallback securityCallback)



Service

	connect - Creates a connection given an application.

Parameters

	applicationName - The name of the application.

	username - The login user name security callback (refers to com.platform.symphony.soam.ConnectionSecurityCallback.onGetUsername() Java API).

	password - The login password security callback (refers to com.platform.symphony.soam.ConnectionSecurityCallback.onGetPassword() Java API).

Returns

	The created connection id - refers to com.platform.symphony.soam.Connection.getId() Java API.

Corresponding Symphony Java API

	com.platform.symphony.soam.SoamFactory.connect(java.lang.String applicationName, ConnectionSecurityCallback securityCallback)



Service

	close - Closes a given connection.

Parameters

	connectionId - The id of the connection to close.

Returns

	void

Corresponding Symphony Java API

	com.platform.symphony.soam.Connection.close()



**************************

Services category: Session

**************************

(Symphony Java API Reference: com.platform.symphony.soam.Session)



These services purpose is to manage Symphony sessions linked to a given connection.



Service

	createSession - Creates a session attached to a given connection.

Parameters

	connectionId - The id of the connection linked to the new session.

	sessionCreationAttributes - A container for the following session creation arguments (refers to class com.platform.symphony.soam.SessionCreationAttributes).

		. the name of the session (see attribute com.platform.symphony.soam.SessionCreationAttributes.name)

		. the session type (see attribute com.platform.symphony.soam.SessionCreationAttributes.type)

		. the session flags (see attribute com.platform.symphony.soam.SessionCreationAttributes.flags)

		. the session tag (see attribute com.platform.symphony.soam.SessionCreationAttributes.tag)

		. the flags associated with data compression (see attribute com.platform.symphony.soam.SessionCreationAttributes.dataCompressionFlag)

		. the priority of the session (see attribute com.platform.symphony.soam.SessionCreationAttributes.priority)

		. is data compression enabled for the session (see attribute com.platform.symphony.soam.SessionCreationAttributes.compressionEnable)

		. is Direct Data Transfer enabled for the session (see attribute com.platform.symphony.soam.SessionCreationAttributes.directDataTransferEnable)

		. the threshold for triggering data compression (see attribute com.platform.symphony.soam.SessionCreationAttributes.threshold)

Returns

	The created session id - refers to com.platform.symphony.soam.Session.getId() Java API.

Corresponding Symphony Java API

	com.platform.symphony.soam.SoamFactory.connect(java.lang.String clusterURL, java.lang.String applicationName, ConnectionSecurityCallback securityCallback)



Service

	close - Closes a given session.

Parameters

	sessionId - The id of the session to close.

	closeFlags - Flags indicating what action to take during the closing of the session.

Returns

	void

Corresponding Symphony Java API

	com.platform.symphony.soam.Session.close(long closeFlags)



*****************************

Services category: Task Input

*****************************

(Symphony Java API Reference: com.platform.symphony.soam.TaskInputHandle)



The following service purpose is to submit tasks inputs for a given session.



Service

	sendTaskInput - Sends a task input on a given session.

Parameters

	sessionId - The id of the session linked to the task.

	taskSubmissionAttributes - A container for the following task submission attributes (refers to class com.platform.symphony.soam.TaskSubmissionAttributes).

		. the task tag (see attribute com.platform.symphony.soam.TaskSubmissionAttributes.tag)

		. the priority of submitting task (see attribute com.platform.symphony.soam.TaskSubmissionAttributes.taskPriority)

		. the input object for the task (see attribute com.platform.symphony.soam.TaskSubmissionAttributes.taskInput)

Returns

	The submitted task input id - refers to com.platform.symphony.soam.TaskInputHandle.getId() Java API.

Corresponding Symphony Java API

	com.platform.symphony.soam.Session.sendTaskInput(TaskSubmissionAttributes attributes)



******************************

Services category: Task Output

******************************

(Symphony Java API Reference: com.platform.symphony.soam.TaskOutputHandle)



The following service purpose is to retrieve tasks outputs for a given session.



Service

	fetchTaskOutput - Retrieve available tasks outputs for a given session.

Parameters

	sessionId - The id of the associated session.

	countMax - The maximum number of task responses to be returned by Symphony.

Returns

	The session available tasks outputs - refers to the interface com.platform.symphony.soam.EnumItems

	Each task output wraps following information:

		. the corresponding task id (refers to com.platform.symphony.soam.TaskOutputHandle.getId() Java API)

		. the flag indicating whether the task was successfully processed by the service instance (refers to com.platform.symphony.soam.TaskOutputHandle.isSuccessful() Java API)

		. the thrown exception for an unsuccessful task (refers to com.platform.symphony.soam.TaskOutputHandle.getException() Java API)

		. the task output object that was passed back to the client from the service (refers to com.platform.symphony.soam.TaskOutputHandle.getTaskOutput() Java API)

Corresponding Symphony Java API

	com.platform.symphony.soam.Session.fetchTaskOutput(long countMax)






