Sensitive Information disclosure

Backend technologies version disclosure.

) Burp Suite Community Edition v1.7.36 - Temperary Project — K
Burp Intruder Repeater Window Help
[ Target [ Provy | Spider | Scanner | intuder | Repeater | Sequencer | Decoder | Comparer | Extender | Project aptions | User options | Alort
[1a]zx]3xTax]sx]s =]« [iusnl -
Go Target: 35.cpd-cpd35.apps.i ics.i yti
Request Response
Raw | Params | Headers | Hex | Raw | Headers | Hex |
GET /Bzen/ HITP/Ll.1 I HTTP/1.1 404 Not Found a
Host: cpd3S5-cpd-cpd35.apps.icpdanalytics. icloudanalytics.shi B Date: Wed, 14 Dec 2022 13:54:14 GHMT r
Connection: close Content-Type: text/plain
Cache-Control: max-age=0 Content-Length: 21
"Not?A Brand"; "g", "Chromium" "1l08", "Google Chrome'; Connectio: close
ETag: "E397Eblh-15"
Vindows' Server:
Upgrade-Insscure-Requests: L Strict-Transport-Security: max-age=31536000; includeSubDomains
User-Agent: Mozilla/5.0 (Windows NT 10.0; Winé4; x&4) AppleWebKit/537.3& (KHTHL, like Gecko) Chrome/108.0.0.0
Safari/537.36 I 20220527_1916 xBE_E4 I
Accept:
text/htwl, application/xhtml+xml, application/xml;q=0.9, image/avit, image/webp, image/apng, */*;q=0.8,application/signe
d-exchange;v=h3; 0.9
Sec-Fetch-Site: none
Sec-Fetch-Mode: navigate
Sec—Fetch-User: 2?1
Sec—Fetch-Dest: document
Accept-Encoding: gzip, deflate
Accept-Language: =n-US,en;q=0.9
Cookie:
ibm-private-cloud-session=eyJhbGei0iJSUzTINiISInRScCIE IRpXVCIS Mt pZCTE IMEPh 1hsNV1FNmx Kb URE TH1GZWHE TC LJAUUSVZFZ WUSE
YKhWUYXBSSTZhUIALIEO J 1 YPFEZSTEInY*MDASMTewliwic3Vilje EvMDEXNzZAIiLCIpe3MiOiJLTKOYUINP Iiwi¥XVEIJoiRFNYIiwiemS
SZSTETkFkbWlulivicGVybWlzel lwvbnMiOlsicZ Inb1Spb1Svbmx5Tliwidml1d1lSnb3 ZlemShbrnlN 1 X2 FydG lmYWNOcy s ImFj Y2V, 1SpbmZvemlhd
Glvb19hc3N1dHMiLCIjemVhdGVEcHIvamVidC Is Iy ZWF0ZVSzcGF 25 Is ImF 3 Y2 Vzc 1ShZHZhbnlT 1 ZFEnb3 Z lemShbnl 1 X2 NheGF iaWxpdGlleyT
sInF3T2VzclShZHZhbuN 1 ZF St TXEwaWsnXZNhc GF iaWxpdGlleyIsInF T2 Vac 8 TXRhbGInIiwi TWRtaWspc3RyVXRvCcils InlhbmFnZVexdiFsa
KRSTiwiVZIFuX3Byb3ZpcllvhilsImlhbwFnZIVokaXlNib3ZlenkiLCIt¥WShZZVELUVOYWRhAGF £aWilwh3J0TiwibWFuYWdlXINhdGFshIciLCThdXR
ob3JLZ292ZXJuYW5] ZVOhenRpZmF JAHMILCIJtYWShZIVITZFOZWdvemlley IS ImlhbmFnZVepbmZvem lhdGlvb 19he3N1dHMILCIEYWShZIVEZ292Z
KIu¥W53) ZVE3h3JdrZmevdy IsInZpZRdfeXVhbGl0eSJdLCInemS LeHMi01sx MDAWMFOS InVp ZC IE IJEWMDAZMzEWNDMiLCThdXRo ZWS0aWNhdGeyI[jo
1ZXNOZXJUVUWILCIkaXNwbGFSXZ ShbWUi0iJBbmFudCEHYWAnYXTiLCI 3 TWS fonVmenVzaF S IbnRpbh CIEMTY3MTAZODAYN zQZ My wiV3NYZ1S0b2t 1b
LIEImI3YmFkMTULYTRIYTQyEDkKOOWR I YzBiNj Yy ZDJ1ZDFkliwic2Vecl lwvb19pEZCIE I Z1NTeONTe3LWIxMD ItNDezYi liZTQxLTALODY3NTAKED T
3NCIs ImlhdC 1EMTYINTAYND g2 By wi 2Xhwljoxlcx MD¥4NDY2£Q . BIWRAE PyNUBNEq1bocsT [UgpXDS LAdqk ZLypuwqg7t quuF 4SChUEvE £hy EWDUE
©_dOV-3vDREct3orgquKvzX0s0EMOYWNP 12 kZ01F ) enkNeN3 wF 6dpLWQIDUDyEZhW14aV IgqIvWSFBsyg mlGlOGILFIfpTNIwEJ lAai Ir Ve i35il_pPE
ZsE_bMSMAEWUeQuSlaKggLAayEjullUiCuTnOSCEEkiZxEUIpDldv AT ZulBbeg0iVgamdymnigliy-bjaXgGenDhTeOsB7zheF APEnXaHr v4SUEPVT
XKEBDNUzZn44WSVEOTpTFOgS 1 2WGNWAtqGZ 1 ih3MyCOsSkSVhnéSSUA;
ibm-private- 174577-b102-473b-be41-0586757dd274;
IIS-LtpaTokenZ=Klm/3 FSINIBSraltQlr OWPE YLK 7Y4EbuzanpIbhMAEQZ pBY34MOrt Ewz Sl FTYVEND/gFeWrveZ irln/ HEOFnhNOAYO9xyEL
DILucSmQho&cFVUOElyoFsiNscT4=5dSc SNFNGtWvEY4£fUSkh7PsnECiDJwPthBrhQJQnKEér JLgz YTOAOOC/ pdhSQB U+3ysH+pBlrL LXwbhOql4bs
DADZ AgaadeddYlehlcWr pgEXPnéTkiVat MbH+QqO5 Ve 7The Hinl aKXyQj yuNVt hZ4gSHNEFaDqlxz/ csx laQev1Bb7JgOuER] IrRGS zhexx;
IIS-JSESSTCONID=0000dWgc_GOuFZxNOgqQKXKk7yLSs:851c0503 -dfa5-472-81d9-afa03 d45h083;
X-1BM-1ISSessionld={issvri048:isf}kYWnMrYul icXL7EOyBd7XeYivkibUPclGugfBkGLELVpgeHCSZ2EBs5Wy3 wqJJ2ZBHkt ndCKOyS3qZ rp QM
f-pZhiGz VMCVZIXZIKEZAIGE CY_ AaXWIRZIGSMELpEH3JDThLYUENUpIOIUK vIT-Iv7itgNaSdmBxplTVAeitoI8WTQIDi7Jet 1l Mnwe3 10X eXe - b
T 1 AP PR T 7 AS ZUCTIACT FARAY G AT AT TAP 150 | TPA TR AT LTk S VERCUWATY e AT PGRaTNn Anros WTAmmE | 7704 (ARt [T ) i
0 matches (2 (= (e [l v d 0 matches
247 bytes | 5 millis

ENG T:24PM

IN  12/14/2022 El

P Type here to search i | AT




