Security Log Requirement Table

Security Profile LOGGING PLATFORM | AVAILABILITY RETENTION
High Security Profile * Splunk * Availableforcorrelation | * Logging Online Retention: 90
o 1AAS within 5 minutes. Days
Applications where anyof the e Available within 15 * Logging Offline Retention: 1
following attributes are true: minutes of GIS Year
* UCAL contactingthelog
* SOX owner.
* Applicationsthatstore,
transferor use Confidential
Data
* InternetFacing
* Prioritized Critical Services
(PCS)
e EnterpriseCritical Services
(ECS) or Critical Core
Infrastructure (CClI)
Low Security Profile * Splunk * Availableforcorrelation | * Logging Online Retention: 30
* |AAS within 15to 60 Days

All other Application types

minutes.
Available within 60
minutes of GIS
contactingthelog
owner.

Logging Offline Retention: 3
months

ATTRIBUTES

At a minimum, the required security
auditloggingattributes mustinclude:

a.

O

The identity of theaccount
accessingthesystem, (e.g.,
Standard accounts, secondary
accounts, external accounts and
serviceaccounts.)

Dateand local timezone (or UTC)
Systemnamegenerating thelog.
Log recording system name.
Source|P address.
Portwhereavailable

Session ID

ACTIVITIES

At a minimum, therequired security audit|ogging
activities mustinclude:

a.

Login/logoffevent. In the event of a logon failure,
the reasonmustbe specified(e.g., invalid
username, invalid password, accountlocked, etc.).
Downloading and revisions to confidential
information

Creationof,amendments, or changes to customer
accounts andfinancialtransactions

All privileged user activities including both
successful and unsuccessful attempts.

Web access events in extended | og format [as
applicable]:

Timestamp

http method

Uri

uri query string

http User-Agent header

http Referer header

The true P of theclientor http X-
Forwarded-For header

Systemerrors relevant to security events, including
butnotlimited to:SQLerrors thatindicatea SQL
injection, fuzzing, multiple failed logins, failed
configuration change, failed/disabled anti-virus
software, servicefailures

D OO T W

*Third party and externallyhosted applications are out of scope

* Referto the Global Records Management Retention Schedule for retention schedule requirements
* For additional privileged access activity examples, refer to|AM4206 and 1AM Privileged Access Table

o

* For additional confidential data examples, refer to DAP2015 and Data Classification Table



https://rims.bankofamerica.com/rims/RetentionSchedule/default.aspx
http://sharepoint4.bankofamerica.com/sites/GISPolicyPublicationDocuments/Shared%20Documents/02%20Supporting%20Standards/IAM%20Privileged%20Access%20Table.pdf
http://sharepoint4.bankofamerica.com/sites/GISPolicyPublicationDocuments/Shared%20Documents/02%20Supporting%20Standards/DAP%20Data%20Classification%20Table.pdf

